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PREFACE 
 

Studies of national security and strategy have extended to the fifth domain—cyberspace. This 

selected bibliography contains resources discussing cyber acts of war, the battlespace of the fifth 

domain, governance, jurisdiction, policy, security, strategy, and finally, the technology that is 

currently being employed. 

 

With certain exceptions, the materials in this bibliography are dated from 2010 to the present. All 

items are available through the USAWC Library. For your convenience, we have added U.S. 

Army War College Library call numbers, Internet addresses, or database links at the end of each 

entry. Web sites were accessed May 2013. 

 

This bibliography and others compiled by our research librarians are available online through the 

Library’s home page at http://usawc.libguides.com/bibliographies. 

 

For additional information, please contact the Research, Instruction, and Access Services 

Branch, U.S. Army War College Library, by sending an e-mail message to 

USAWC.LibraryR@us.army.mil, or by phoning DSN 242-3660 or Commercial (717) 245-3660. 
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Brenner, Joel. America the Vulnerable: Inside the New Threat Matrix of Digital Espionage, 

Crime, and Warfare. New York: Penguin, 2011. 308pp. (HV6773.2 .B74 2011)  

Brenner, Susan W. Cybercrime: Criminal Threats from Cyberspace. Santa Barbara: Praeger, 

2010. 281pp. (HV6773 .B74 2010)  
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Texas A&M University Press, 2012. 326pp. (HM851 .C37 2012)  

Carr, Jeffrey. Inside Cyber Warfare. Sebastopol, CA: O'Reilly Media, 2010. 212pp. (HV6773 

.C37 2010)  

Center for Strategic & International Studies. Significant Cyber Incidents since 2006. 13pp. 

http://csis.org/files/publication/130318_Significant_Cyber_Incidents_Since_2006.pdf  

Clarke, Richard A., and Robert K. Knake. Cyber War: The Next Threat to National Security and 

What to Do about It. New York: Ecco, 2010. 290pp. (HV6432 .C532 2010)  

DeCoster, Bryan D. Crime or War: Cyberspace Law and Its Implications for Intelligence. 

Strategy Research Project. Carlisle Barracks: U.S. Army War College, February 11, 2011. 

33pp. (AD-A543-201) http://handle.dtic.mil/100.2/ADA543201  

Demchak, Chris C. Wars of Disruption and Resilience: Cybered Conflict, Power, and National 

Security. Athens: University of Georgia Press, 2011. 331pp. (U163 .D36 2011)  

Even, Shmuel, and David Siman-Tov. Cyber Warfare: Concepts and Strategic Trends. Tel Aviv: 

Institute for National Security Studies, May 2012. 91pp. (U162 .J33 no.117) 

http://www.inss.org.il/upload/(FILE)1337837176.pdf   

Glenny, Misha. Darkmarket: Cyberthieves, Cybercops, and You. New York: Knopf, 2011. 

296pp. (HV6773 .G63 2011)  

Hagestad, William T., II. 21st Century Chinese Cyberwarfare: An Examination of the Chinese 

Cyberthreat from Fundamentals of Communist Policy Regarding Information Warfare 

through the Broad Range of Military, Civilian and Commercially Supported Cyberattack 

Threat Vectors. Cambridgeshire: IT Governance, 2012. 314pp. (HV6773 .H33 2012)  

Holt, Thomas J., ed. Crime On-Line: Correlates, Causes, and Context. Durham: Carolina 

Academic Press, 2011. 254pp. (HV6773 .C75 2011)  
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Mowchan, John A. On the Razor's Edge: Establishing Indistinct Thresholds for Military Power 

in Cyberspace. Program Research Project. Carlisle Barracks: U.S. Army War College, April 

23, 2012. 26pp. (AD-A568-852) http://handle.dtic.mil/100.2/ADA568852  

Rosenzweig, Paul. Cyber Warfare: How Conflicts in Cyberspace Are Challenging America and 

Changing the World. Westport: Praeger Security International, 2013. 290pp. Praeger Security 

International 

Articles 

Al-Saud, Naef Bin Ahmed. "A Saudi Outlook for Cybersecurity Strategies Extrapolated from 

Western Experience." Joint Force Quarterly, no. 64 (1st Quarter 2012): 75-81. ProQuest  

Arquilla, John. "The Computer Mouse that Roared: Cyberwar in the Twenty-First Century." 

Brown Journal of World Affairs 18, no. 1 (Fall/Winter 2011): 39-48. EBSCO OmniFile 

Babbin, Jed. "Computers Are Weapons of War." American Spectator 44, no. 6 (July/August 
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Birdwell, M. Bodine, and Robert Mills. "War Fighting in Cyberspace: Evolving Force 

Presentation and Command and Control." Air & Space Power Journal 25, no. 1 (Spring 
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Brown, Gary. "Why Iran Didn't Admit Stuxnet Was an Attack." Joint Force Quarterly, no. 63 

(4th Quarter 2011): 70-73. ProQuest 

Brown, Gary, and Keira Poellet. "The Customary International Law of Cyberspace." Strategic 

Studies Quarterly 6, no. 3 (Fall 2012): 126-145. http://www.au.af.mil/au/ssq/2012/fall/ 

brown-poellet.pdf 

Brust, Richard. "CyberAttacks." ABA Journal 98, no. 5 (May 2012): 40-45. ProQuest 

Campen, Alan D. "Cyberspace Spawns a New Fog of War." Signal 65, no. 1 (September 2010): 

39-40. ProQuest 

Carpenter, Trisha D. "About Cyberspace Operations: An Emerging Mode of Warfare." Marine 

Corps Gazette 96, no. 4 (April 2012): 17-20. ProQuest 

Carter, Rosemary M., Brent Feick, and Roy C. Undersander. "Offensive Cyber for the Joint 

Force Commander: It's Not that Different." Joint Force Quarterly, no. 66 (3rd Quarter 2012): 
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Cilluffo, Frank J., and J. Richard Knop. "Getting Serious about Cyberwarfare." Journal of 
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http://ezproxy.usawcpubs.org/login?url=http://psi.praeger.com/doc.aspx?d=/books/gpg/A3670C/A3670C-102.xml
http://ezproxy.usawcpubs.org/login?url=http://psi.praeger.com/doc.aspx?d=/books/gpg/A3670C/A3670C-102.xml
http://ezproxy.usawcpubs.org/login?url=http://search.proquest.com/docview/930511262?accountid=4444
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Clark, Timothy B. "Acts of Cyberwar." Government Executive 42, no. 12 (October 2010): 58. 
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Cooper, Beverly Mowery. "Faceless Enemies Claim Sovereignty on Internet's Borderless 
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Crosston, Matthew D. "World Gone Cyber MAD: How 'Mutually Assured Debilitation' Is the 
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Deibert, Ronald J., Rafal Rohozinski, and Masashi Crete-Nishihata. "Cyclones in Cyberspace: 
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dunlap.pdf 
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Farwell, James P., and Rafal Rohozinski. "Stuxnet and the Future of Cyber War." Survival 53, 
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